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Secure File Transfer

For years, individuals have had the fundamental need to exchange files. Regardless of what types of files they are,
the business needs are the same: make it easy to send, make it easy to receive and prevent other people from
snooping. Unfortunately, typical solutions are often flawed in precisely these areas. FTP and email are
fundamentally insecure. Secure FTP is notoriously unfriendly to use, and secure email has serious size limitations.

To address these problems, Alliance Technologies developed Secure File Transfer (SFT)—a web-based service
allowing companies to securely send and receive large files (up to 1 GB). Files are uploaded through a customized
web interface and encrypted. Notifications are then sent to the intended recipient. SFT uses a Secure Sockets Layer
(SSL) certificate to ensure the security of the transfer, and local disk-based encryption to secure the file at rest.
Users are managed through a web interface that can be configured to match your corporate branding. While basic
branding includes an accent color and company logo, additional customization is also available.

Security Benefits:
e  More secure than sending files via standard email or FTP
e Uses SSL or TLS at whatever level you prefer
e Uses Advanced Encryption Standard encryption (AES) for data at rest

User-friendly Features:
e Allows you to send/transfer very large files, up to 1 GB in size
e Allows you to store up to 10 GB of total files

e Leverages software as a service—no software to install or maintain, easy to use

e Includes 10 internal user accounts and unlimited external user download accounts

e Includes 30 days of file retention with 60 additional days to update the file before it is removed
e Includes 2 hours of support per month

e Multi-user administration dashboard

e Upload/download notifications

e  Website branding—company logo and one custom color

e Application training and user guide

Also Available:
e Additional website customization (the website can resemble your company’s site)
e Additional storage space (maximum of 100 GB)
e Additional user accounts (maximum of 50 users)
e  Additional product support hours
e Import customer list from a .csv file
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